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Introduction

The promise of an information highway that connects the world was made 
by computer evangelists Steve Jobs and Bill Gates in the 80s (Gates 1995; 
Isaacson 2011). They wanted to change how we perceive the world. The mix 
of people, ideas and programs appeared as an optimistic picture of the future. 
The information age was considered a breeding ground for innovation and cre-
ativity at the dawn of the 21st century. The idea was to have all the world’s 
information and make it accessible and useful for everyone, as stated 
in the mission statement of Google (Mission 2022). From an early age 
technology was envisioned as intelligent, almost as magic, capable of 
attending to our every need. However, the road was long between the 
vision of changed humanity and the first technologies that were able to 
touch everyone’s lives. The first online platform that appeared successful 
in engaging users was the Google search engine, founded in 1998, which 
was followed by other services provided by the same company (Stat-
Counter 2022; Obrelo 2021; TechRepublic; Pew 2019; Petrov 2022). 
On the other hand, in terms of social media it was Facebook, founded in 
2004 (Phillips 2007).

The event which triggered our inquiry was a statement issued by former 
Facebook employee Frances Haugen in October 2021 warning that AI based 
recommender algorithms intensify hate, create polarizations in societies and 
harm democracy (Perrigo 2021). Based on documents Haugen disclosed in late 
summer of 2021 it was possible to conclude that Facebook knew about the haz-
ard its algorithms used to pose to teens’ mental health and related to misinfor-
mation on its platforms. Although aware of these hazards, Facebook appeared 
to be unwilling or incapable of acting on them. The company denied Haugen’s 
claims with the notion that it spent $5 billion per year on keeping its platforms 
safe. Previously, Haugen used to be on Facebook’s team aimed at keeping users 
of that platform safe by tackling misinformation and fact checking both in the 
US and the rest of the world.

Social media are online apps that empower people to create, share and re-
act to content (Kaplan and Haenlein 2010). As such they have been redefining 
human communication, especially because of prominent features such as inter-
activity and immediate access of users to social media sites. They promote user 
participation, openness/transparency and the „network effect” (Witteman and 
Zikmund-Fisher 2012). Prominent roles of social media include interperson-
al and intergroup communication, news consumption, PR, crisis management 
(Graham, Avery and Park 2016) and political communication (Maarek 2014). 
These networks have made substantial transformations in the economy, adver-
tising and public relations (Doyle and Lee 2016).
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Social networking sites are used increasingly for news consumption at pres-
ent, which is changing patterns of traditional communication in which citizens 
are just on the receiving end of information, without the capability of affecting 
topics and directing the public debate (Kalsens and Larsson 2017). However, 
some scholars claim that traditional media still have dominant influence in the 
online sphere, as they set the main topics to be discussed (Conway-Silva et al. 
2018). This is especially notable because traditional media are first to report 
about real time events and breaking news that occur around the globe, or be-
cause people consider these important (Vargo et al. 2015). Setting the topics 
that are widely discussed on the nationwide or global level is called priming. 
On the other hand, new capabilities provided by smartphones and other tech-
nologies open two-way communication on a lot of new levels which have not 
been possible before, such as group level of conversing from anywhere. This 
provides more choices, target group fragmentation and changes in media use, 
which threaten the traditional agenda-setting power of the mass media (Feezell 
2018). The latest reports show that more than 50 percent of Facebook and Twit-
ter users come across novel information and report on these sites as frequently 
as every week (Newman et al. 2021).

Changed patterns of communication and news consumption introduce new 
challenges, such as misinformation. This has been especially prevalent dur-
ing the Covid-19 pandemic, when social media has been shaping perception, 
knowledge, and behavior related to health in societies around the world (Ali et 
al. 2020). For example, a study by Li et al. (2020) showed 25 percent of Youtube 
videos contained misinformation. These videos were very popular as they often 
had millions of views, which contributed to the conspiracy mentality. This po-
larized the world and created two echo chambers for the first time in human his-
tory on a global level: one supporting the vaccines and the other one opposing 
them (Sear et al. 2020). The pandemic brought fake news, conspiracy theories, 
polarizations in societies and echo chambers, but this would not be possible 
without social media and smartphones (Schmidt et al. 2018; Zollo 2019; Rieger 
and Wang 2020).

As Cinelli et al. (2021) states, echo chambers are online environments of 
connected individuals in which opinions or beliefs on certain topics of impor-
tance are reinforced due to repeated interactions and exposure to similar con-
tent. These environments would not grow into significant social groups without 
stimulation by recommender algorithms that actually distribute content and re-
inforce existing attitudes within the echo chambers.

Echo chambers are created because of two important preconditions. The first 
is the opinion which is expressed by some online entity, which can be a person, 
website or traditional media. The second precondition is that this opinion is fur-
ther shared by the community consisting of various online and offline actors. 
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This is what theorists call echoing opinion (Garimella et al. 2018), which basical-
ly creates and sustains an echo chamber. The echo chamber hasn’t been defined 
in terms of how large the online community around some issue must be or how 
long conversations about the topic of interest must last. What researchers know 
is that fake news reports stimulate polarization about important issues, which is 
a precondition for echo chambers to be created (Spohr 2017). It is not known 
when echo chambers started to occur in the online sphere, but the first important 
polarization of a society was detected during the 2016 presidential election in the 
U.S. and the 2016 EU membership referendum in the UK (Spohr 2017).

The most significant tool that contributes to the creation of echo chambers 
and polarizations in societies is the technology called recommender systems or 
recommender algorithms (Garimella et al. 2018; Spohr 2017; Bojic, Zaric and 
Zikic 2021; Bojic, Nikolic and Tucakovic 2022). This technology is predom-
inantly used online. Social networking sites are the most prominent users of 
recommender algorithms as they distribute ads and posts in trending sections, 
do friend recommendations and much more. As recommender algorithms often 
provide similar recommendations based on content used, they usually conform 
to the opinion of people, thus increasing polarization around important issues 
(Bojic, Zaric and Zikic 2021).

Also, online media consumption surpassed TV consumption in 2019 indi-
cating the end of the TV era, which is depicted in Figure 1.0. People consume 
media for 8 hours on average globally, which is more than ever (Richter 2020).

Figure 1.0
Estimated daily TV and Internet use per person globally (Richter 2020)
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According to the reviewed literature, social media have been redefining hu-
man communication and news consumption, which has brought new challenges 
for societies around the world. Polarizations and echo chambers in societies 
are created under the influence of misinformation and most importantly rec-
ommender algorithms that provide this kind of content to online users. Recom-
mender algorithms make individual decisions on what to recommend based on 
digital footprints that are collected about every online user. This is connected to 
the judgements of algorithms about interests, personality traits of online users 
and so on. We have also learned from the abovementioned statement of a whis-
tleblower and released documentation that fundamentally the described social 
challenges are tech companies and their use of recommender algorithms.

Based on this, we focus on providing a balanced review to answer the 
following research question:

RQ1: What is the scope of the impact recommender algorithms have in con-
temporary society?

To meet the noted aims we: introduce a short history of the digital footprint 
through the development of web technologies from 1.0 to 3.0, including Page 
Rank, Ad algorithms and Social Media Trending tools; provide a comprehen-
sive analysis of the consequences of recommender algorithms and the author’s 
personal digital footprint.

As for research methods we employ content analysis (Hsieh & Shannon, 
2005), including conceptual and relational content analysis, to note the exist-
ence of concepts in previous research inquiries and examine the relationships 
between concepts in them. This approach will be used to make the most detailed 
review of scientific papers and the author’s personal digital footprint with a 
final aim to get high quality conclusions and answer the above noted research 
question.

The Building Blocks of Digital Footprints

Web 1.0: from Page Rank to Online Advertising

Just a short time after the appearance of Google, the company established 
domination in the search segment of the Internet (Gray 2021). In 2021, out of all 
online searches, 92.47 percent went through Google (StatCounter 2022).

In the beginning, a search engine was just an index of all information on the 
Internet. This was not as big back then in 2004 as the Internet was in the early 
phases of development. The first philosophy around search engines was to have 
the best index of information and to get people quickly onto the search engine 
and off into the open space of the web. Making the best index and a very simple 
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interface was behind the success of Google in its initial phases (Gray 2021). 
This contributed to the popularity of the Internet and helped form the idea of the 
open Internet and aroused enthusiasm about the information age and startups. 
Google understood itself as a media whose role was to present the most impor-
tant information to its users. The key was the selection of information. This was 
the starting point of recommender algorithms in the form that would touch the 
masses of people, or to be precise, the point at which they would touch Internet 
users individually.

The first technology used by Google for that purpose was Page Rank (Lam-
berti, Sanna, and Demartini 2009). The so-called Backrub algorithm put Google 
ahead of all existing services at that time, such as Yahoo and AltaVista. Page 
Rank technology surpasses directory service as it goes around the internet to 
download web pages and analyze them, especially in terms of links making the 
network around different spots online and therefore determining which ones are 
more or less relevant. In other words, if online users search for some term, the 
pages that are linked the most will be shown first. In the next instance, the pages 
that are highest in relevance are more important than just the mere quantity of 
pages that link to some website that contains the searched term.

That was the first recommender algorithm that actually made a difference 
on a large scale as it arguably touched the most people. There were 5.4 billion 
Google searches per day in 2021 (Georgiev 2022). The Page Rank technology 
made a revolution in recommender algorithms.

Actually, this was just the beginning. As Google’s primary role was to pro-
vide a remarkable search engine used by almost everyone, the next challenge 
was to monetize their product’s extreme popularity. The answer to the question 
how they would do that came in the form of a new recommender algorithm 
that introduced a new age of online advertising as individual recommendations 
based on information provided by online users. The trade was simple and it 
looked like an honest one at that point. Google provided the best search services 
one could imagine to a user who would give away information on their searches 
(their interests) in return, which would be used by the search company to get 
back individual advertisements to its users.

The search history of each and every one of us can tell the algorithm a lot 
about our personal preferences, such as if one is a republican or a democrat, 
what one likes to consume, which sports, which products, which desires and 
wants in real time. The information that would later be called our digital foot-
print speaks a lot about us both in real time and in the long run, in terms of 
personality features, sexual prefrences and really stable features such as demo-
graphics. Long term interests such as sports, music and politics are interwoven 
with our instant real time wants – what we are focused on at some point in time, 
where we want to go, what to do etc. This digital footprint data helps tech com-
panies build profiles of their users.
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The ads recommender algorithm was designed to individually target online 
users with ads that would most likely interest them. The next breakthrough in 
the recommender algorithms race was also won by Google as the company in-
troduced Google Ads, a service for online advertising. In fact, this was the first 
large-scale mechanism for targeted advertising. The service would basically 
function by offering ads to those that look for products that are being advertised. 
For example, if the advertiser is a hotel, Google would send their ads to those 
individuals looking for accommodation at the place where that hotel is located. 
So the Google ads would hook up hotels with travelers by knowing their search 
history in real time. This business model was also successful as Google gets 90 
percent of its revenue through Google Ads (Redding 2019).

Web 2.0: From Web Browser to Smartphone Operating Systems

The turning point when Google went from being just a simple search engine 
to becoming an all-reaching superior power of the Internet was the introduction 
of the iPhone, or in other words, the proliferation of smartphones in the global 
markets. About the same time Steve Jobs announced the iPhone, Facebook rose 
to the leading position as a social media company (Jobs 2010).

In an instant the market changed as new competitors appeared. Time spent 
on sites, such as Facebook, became significant metrics for advertisers. It was 
no longer only Google that people used extensively. If people went directly to a 
website from Google this meant only a short time spent on the platform. Also, 
the company would not be able to collect the digital footprint that people left on 
the website or the next platform they went to. Big tech companies understood 
the game. It would be important to make platforms that people would use as 
much as possible. That would be only possible if those same users created con-
tent, which is essential to the concept of the social Web 2.0 (Murugesan 2007).

As a response to these new trends, almost in an instant, Google spread to 
other areas of online business that would enable the company to have various 
platforms that people would spend time on. This became important for serv-
ing ads as well and collecting data from online users. Thus, the platforms had 
multiple roles for the company that runs them. The solution Google saw was in 
establishing new services such as Email and buying already established or rising 
websites and social media platforms such as YouTube. Anyway the challenge 
persisted as Google could not get all the data from its users when they browse 
other websites. The company’s next step was releasing Chrome browser in 2008 
(Obrelo 2021). That way it would be possible to collect more data from users 
even when they are not online and serve ads at the same time. The Chrome 
browser became the most popular one in a short time after its initial release. It 
has kept this position to the present day. For example, 64.04 percent of people 
accessed the internet through Google’s Chrome browser in 2021 (Obrelo 2021).
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However, the rise of smartphone devices in 2007 opened a new marketplace 
(Callaham 2021). That was about the time when the shift in use started. Online 
users increasingly started accessing the internet through their smartphones. The 
response to that new trend was developing an operating system for smartphones. 
The new product was called Android and it enabled Google to collect data from 
people on their activity even while being offline. The popularity of the new 
smartphone operating system skyrocketed as it offered free services with lots of 
useful apps. The stats for the usage of mobile phone operating systems places 
Android firmly in first position with 72.2% percent of users as opposed to Ap-
ple’s iOS with 26.99 percent (TechRepublic).

When users are connected to the Internet, Android uploads their complete ac-
tivity while they are offline, including data on locations and use of different apps 
(Callaham 2021). The new platforms are actually built for dual reasons, both to 
get another source of information from users and expose users to ads distributed 
through the Google Ads platform. As noted before, these new platforms and apps 
such as Docs and Maps are free services in terms of monetary compensation, but 
instead they are billed through data gathered from users. The business idea is to 
generate revenue through interaction with machines or, in other words, through 
surveillance business models (Harrington 2019). The biggest tech companies 
which run on that business model actually sell their users in a symbolic way.

According to previously presented information, Figure 2.0 summarizes areas 
in which Google (now Alphabet) is one of the global leaders.

Figure 2.0. Percent of global market in various domains. Stats of Google’s dominance 
in the world of Digital Footprint for 2021 (StatCounter 2022; Obrelo 2021; 

TechRepublic; Pew 2019; Petrov 2022)
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The Power of Recommender Algorithms

General Insight

The flow of data from users to the tech companies is legal because it is regu-
lated by terms and agreements accepted by online users (Steinfeld 2016). In fact, 
everybody is more or less aware that every online search is used by advertising 
platforms. A similar situation is when online users accept cookie notifications 
when accessing websites. They do it in a routine manner, as reading all these noti-
fications would take a lot of time. Accepting cookie notifications would also give 
lots of information to ads platforms as 3rd parties that buy them from websites.

Recommender algorithms are used in the process of collecting, processing 
data and getting back outputs to online users on an individual level. The bottom 
point may not be only about selling information to advertisers or using it on 
advertising platforms. The algorithms decide what people are exposed to and 
therefore they have an immense power over our lives. The thing is not only 
about advertising but more importantly other content that is being recommend-
ed. Thanks to this, people, communities, groups and even individuals can be 
nudged, controlled and steered towards the direction in which tech companies 
want them to go. A common example may be providing similar content that 
confirms the worldview of online users, which results in polarizations, echo 
chambers, decrease in democratic capacity and populism, all instances that are 
being seen across the world in the last decade (Bojic, Zaric, and Zikic 2021).

A common person would not think about various types of content that are 
being recommended except advertising. Exactly these types of content could af-
fect our lives both in individual and group terms. The decision which information 
should be presented to online users depends on algorithmic calculation in each 
individual case. For example if one gives some input, such as a search query, then 
the algorithm will make a decision on what results should be presented. This is 
just one-way algorithms are used. There are many cases in which recommender 
algorithms make decisions about the ranking of content that is being presented.

Social media trending pages constitute one of the prominent examples, as this 
is similar to mass media choosing the topics and content we consume. Previously 
in the case of mass media the content was the same for everyone. People were ex-
posed to similar news on all media, the ones chosen by editors and basically media 
owners. Now we have individual content for each and every one of us served by 
algorithms. They shape the thoughts and feelings of billions of people.

Almost everyone on earth is somehow exposed to the influence of recom-
mender algorithms. This shows the magnitude of their impact. Even if some 
people don’t use mobile phones and gadgets, they are exposed, because the 
majority of the world’s citizens are exposed to recommender algorithm content 
through some device connected to the internet. There were 4.66 billion active 
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internet users worldwide last year, which was 59.5 percent of the global popu-
lation (Johnson, 2021).

The ethical presuppositions and flaws of developers are built into the algo-
rithms that sift data to confront billions of people with different choices and 
expose them to different content. It is astonishing to think that a small number 
of people who work in leading tech companies actually steer the whole world 
through their algorithms without anyone knowing about this.

Thoughts, temptations, choices, information, emotions and many other seg-
ments of human lives are actually decided and sorted by these algorithms. The 
choice is made among enormous quantities of data to compress these into doz-
ens of lines offered as an answer to someone’s online search. Basically from one 
complex environment the result narrows down to one or few pages of results.

Simplifying the world for online users may be one of the important roles of 
the recommender algorithm. Of course, this is a normal and desired outcome 
for every individual using search engines or social media, to get all possibilities 
sifted, to make decisions based on this and possibly take action. This is similar 
to what the human cognitive apparatus does, just that instead of direct reality a 
person is faced with a mediated one. In other words, algorithms are our eyes and 
ears while using online devices.

The challenge is the criteria under which algorithms, as giant perceptual ma-
chines, operate between people and the complex world around them. Do we 
get the best answers to the questions directed towards social media or search 
engines? The algorithms do filtering, which means selecting a certain number 
of units as a relevant answer to one’s question. Also, algorithms do ranking of 
units, so that some of them are put first ahead of others. This means the algo-
rithm is biased, which is exactly how it must be and what users want. Neverthe-
less, having the power to curate which links and content people see is a ground-
breaking influence on the world. The online systems are denying or approving 
access to information before online users see anything or have a chance to think 
about what is behind the algorithms.

A parallel can be drawn between recommender algorithms and all reaching 
unconscious from which people get thoughts and ideas (Possati 2020). It is just 
that this unconscious mind directs the whole world towards the interests of tech 
companies that own and operate it, to the interests of its creators. Based on 
what is known so far, recommender algorithms create bubbles around their users 
based on their interests or categories, which are then used as a base for content 
that is served to them individually. That is how algorithms give everyone similar 
content that a person likes to consume (Bojic, Zaric, and Zikic 2021).

If that is the basic principle that the recommender algorithms operate on, 
then it means they narrow our worlds making them unrealistically the same. The 
whole reality is created around online users, to reality which is subjective and 
does not provide space for new things and ideas. This makes online users extend 
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their use which would ultimately generate most revenue for the tech company 
whose platform is being used. If a person repeatedly gets what they want to see 
or hear, then this can possibly lead to an addiction (Bojic 2022). Online users see 
what they know, while new ideas and knowledge are hidden from them.

News Consumption and Recommender Algorithms

Information presented by media companies either directly or through social 
media is not fact checked in most cases. One study finds that 90 percent of Amer-
icans don’t fact check on their own news they consume on social media (Brown 
2017). That means citizens tend to believe what they see online, but they accept it 
only if it fits into their worldview because of confirmation bias (Nickerson 1998). 
Knowing that social media have become the primary source of news and informa-
tion for citizens in many countries may be crucial to stimulating discussion about 
the importance of recommender algorithms. According to Pew Research Center, 
in 2019 52% of all U.S. adults got their news through Facebook (Pew 2019). Oth-
er social media have been used as well for the same purpose as a pathway to news 
content, which is presented in Figure 3.0. The consequences of such an impact 
could depend on how algorithms are set, but also if what comes out from the al-
gorithms is manually altered. The tech companies could virtually bias everything 
that is presented to their users, so that a certain political candidate or issue would 
get promoted without anyone noticing this.

Figure 3.0. Percentage of U.S. adults who use social media 
to get news in 2019 (Pew 2019)
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The polarizing echo chamber algorithm fits well with manipulations in poli-
tics, populist leaders and conspiracy theorists. There have been multiple reports 
that populist leaders and movements, such as Trump in the U.S. and the Brexit 
campaign in the U.K. have been successfully using social media to their benefit, 
because algorithms have been favoring emotional content (Cadwalladr 2017). 
Also, negative emotions are spread easily in the online sphere, which has poten-
tially led to much public unrest across the world labeled as colored revolutions 
(Haring and Cecire 2013). The algorithms also fit well with bot and fake news 
attacks from foreign countries. One such attempt has been registered during the 
U.S. elections (Paul 2020). Fake commenting attacks by live or algorithmic bots 
have been registered in many countries with populist leaders in power (Pavlovic 
and Bojic 2020). Finally, different socially important issues, such as elections 
or pandemics have been polarizing agents in societies across the world (Cinelli 
et al. 2021).

The problematic issue comes to the surface not only because of how the 
algorithms are set, but also because tech companies sometimes artificially inter-
vene to change the „organic” results that show up in trending sections. In one of 
the examples for this Michael Nunez writes for the tech magazine Gizmondo, 
„Facebook workers routinely suppressed news stories of interest to conservative 
readers from the social network’s influential „trending” news section” and adds, 
„In other words, Facebook’s news section operates like a traditional newsroom, 
reflecting the biases of its workers and the institutional imperatives of the cor-
poration.” (Nunez 2016). The trending section is the outcome of the algorithm, 
which means its segments appear organically, while curators have the role to 
write descriptions for them. The trending section dictates what news stories are 
seen by Facebook users at any given moment.

Why Fake News Are Not as Important

Fake news can be seen. They are not hidden. Actually, misinformation has 
existed since the beginnings of journalism, much earlier than the invention of 
the internet (Frenda, Nichols and Loftus 2011). It is nothing new. People are 
misled by the war on misinformation as they often neglect the fact that social 
media choose what online users see. Campaigns against fake news appear to be 
deceptive, to turn away public focus from algorithms and the social media that 
control them.

Mass media speak all the time about how dangerous fake news is, and also 
how companies like Cambridge Analytica take online users’ data to manipulate 
them. What remains in the shadows is what appears to be a really important is-
sue for societies across the globe – how social media that control recommender 
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algorithms manipulate online citizens. Fake news and Cambridge Analytica are 
not really issues, or at least not nearly as important as potential algorithmic ma-
nipulation that opens up the following questions: how algorithms are set, who 
controls them and how they affect online citizens.

Confirmation bias is the tendency of people to believe information that con-
firms their existing opinions and that fits into their worldview (Nickerson 1998). 
This is a powerful social rule that explains why polarizations of societies are 
created through the influence of recommender algorithms that pair posts, ads, 
information and news with social media users. In other words, this means that 
stories that don’t fit into the existing worldview of online citizens will be dis-
missed, which is exactly the reason why fake news couldn’t be effective on 
those individuals with different opinions.

Fake news doesn’t change people’s opinion. It just supports opinions and 
beliefs that people already have. If recommender algorithms stop spreading fake 
news or if a percentage of alternative content is introduced to people’s feeds that 
would make a difference. Stopping the spread of fake news would be easy, as 
it all uses similar sensationalistic and emotional language that is easily recog-
nized by recommender algorithms. On the other hand, a percentage of alterna-
tive content would introduce a realistic note to the content that is being served 
online, as people in direct reality are faced with different kinds of experiences 
that don’t necessarily interest them. This could be beneficial for tech companies 
that run the noted algorithms as some research has shown that key to successful 
mediated communication in the tech sphere is actually in making it as realistic 
as possible (Bojic 2022).

Analysis of the Personal Digital Footprint

Recommender algorithms base their work on data, often referred to as digital 
footprints left on social media and while using any online apps and websites 
(Hinds and Joinson 2019). Digital footprints are a pretty much novel source 
of user generated data, which is automatically collected (Settanni, Azucar and 
Marengo 2018, 217). Based on the digital footprint, computers are able to create 
the digital identity of any person (Deeva 2019 185). One of the outputs of the 
digital footprint may be personality judgment (Settanni, Azucar and Marengo 
2018, 217), based on multiple pieces of data combined (Risso 2018, 77). De-
mographics, likes, activity stats, expressed language and multimedia published 
by a user all help algorithms make strong judgements on many points of inter-
est, including personality traits (Farnadi et al. 2016, 113). It is suggested that 
algorithms are better at predicting personality than humans (Azucar, Marengo 
and Settanni 2018, 150), as the tests show using digital footprints is in line 
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with traditional methods, such as surveys conducted in studies of individual 
differences. For example, as regards determination of the Big Five personality 
traits, correlations between digital footprints and personality traits are .29 for 
Agreeableness and .40 for Extraversion (Azucar, Marengo, and Settanni 2018, 
150). Accuracy improves when multiple types of digital footprints from various 
sources are used (Skowron et al. 2016, 108). Digital footprints even reveal many 
things unrelated to personality traits, such as political opinions, addictions and 
health issues (Youyou, Kosinski and Stillwell 2015, 1039). There are various 
ways in which algorithms can make accurate judgments on the personality of 
online citizens. Some of them include analyzing comments and links that people 
share (Yamada, Sasano and Takeda 2019, 177–182).

Potentially, one of the reactions from tech companies to Frances Haugen’s 
statement (Perrigo 2021) came in the form of a possibility for users of social 
media platforms to customize their privacy settings. For example, the new ap-
proach exercised by Google enables its users to set whether to personalize ads or 
not. One can change the settings and even delete all conclusions about personal 
interests that the algorithm made previously. This possibility was made public 
on Privacy Day, 28th January in 2022 when Google offered each user a review 
of their privacy settings and individual choices (AdSettings 2022).

The selected conclusions about the demographics of this article’s author are 
listed as follows: Age: 35–44 years old; Gender: Male; Language: English and 
3 more; Marital Status: Married; Parental Status: Not A Parent; Education Sta-
tus: Advanced Degree; Company Size: Large Employer (250–10k Employees); 
Homeownership Status: Homeowners; Serbia; Job Industry: 2 factors (health-
care industry and technology industry).

Although accurate, it appeared interesting to see such conclusions, as some 
of these have not been provided by the author, for example: language, marital 
status, parental status, education status, company size, homeownership status 
and job industry.

When each of these conclusions are clicked on by the author, a pop up win-
dow appears with a similar statement: Google estimates this demographic be-
cause your signed in activity on Google services, and on other websites and 
apps, is similar to people who’ve told Google they’re in these categories.

Other conclusions include more than 150 interests out of which some are 
general, such as Autos & Vehicles, specific, such as Auto Interior, Auto Exteri-
or, Auto Insurance, Vehicle Wheels & Tires, Vans & SUVs and Crossovers and 
more detailed ones including concrete brands: Citroën, Kia, Hyundai, Mitsubi-
shi Land Rover, Land Rover and Peugeot.

Just one line of interests is provided here for illustration, although there are 
many lines of interests presented in the Ad Personalization report with the op-
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tion to turn it off. It may be interesting that one tourist destination was listed 
in the report, Kerala in southern India, although the author does not remember 
searching for it online. However, the same explanation was provided for this list 
in the Ad Personalization report, namely, that it was an estimate based on inter-
est, expressed through activity on Google services (such as Search or YouTube) 
while the author was signed in. Of course, it is reasonable to conclude that all 
listed interests change, as ads are personalized in real time based on search and 
other parts of the digital footprint left by online users.

On the other hand, Webchoices: Digital Advertising Alliance’s Consumer 
Choice Tool For Web lists which tech companies use data about the online activ-
ity of any browser to deliver personalized ads. To cite from their website:

„The Digital Advertising Alliance (DAA) is an independent not-for-profit 
organization which establishes and enforces responsible privacy practices for re-
levant digital advertising, while giving consumers information and control over 
the types of digital advertising they receive” (AdChoices 2022).

In the case of this article’s author there are numerous companies listed with 
the same explanation: cookies are being used to customize ads for this browser. 
There were 84 companies using cookies of the author’s browser, 36 companies 
not using cookies of the author’s browser and 5 companies whose status could 
not be confirmed in relation to the author’s browser at the time of checking on 
28th January 2022. This makes the total of 125 companies participating in the 
Digital Advertising Alliance at that time. It is unknown however how many 
companies do the same thing while not participating in the Digital Advertising 
Alliance.

Just to illustrate, companies using cookies of the author’s browser that were 
listed through a check on https://optout.aboutads.info/ were Google Inc., Linke-
dIn, Microsoft, Twitter, Yahoo, Amazon Ad System, 33Across, AcuityAds, 
Adbrain, AddThis, Adelphic, Adform, Adobe Marketing Cloud – Advertising 
Services, Amobee, AppNexus, Audiencerate, Beeswax, Branch, Bombora, Ca-
dent, Carbon RMP (formerly Clicksco), Choozle, Connexity, Cognitiv, Conver-
sant, Criteo, Demandbase, eBay, Experian, Eyeota, Flashtalking, FreeWheel, 
GumGum, IHS Markit Digital, Index Exchange, Innovid, Inuvo, Kargo Glob-
al, Knorex, LiveRamp, LKQD Technologies, Lotame, Magnite, MediaMath, 
Merkle, MiQ, mPlatform, Nativo, Neustar/Aggregate Knowledge, OpenX, Ora-
cle Advertising, Outbrain, OwnerIQ, PubMatic, Quantcast, Rakuten Marketing, 
Responsys, Retargetly, Roku’s Advertising Services, Salesforce Audience Stu-
dio, Samba.TV, Semasio, ShareThis, Simpli.fi, Sizmek, Sonobi, Sovrn, Taboo-
la, Tapad, The Nielsen Marketing Cloud, The Trade Desk, Throtle, TI Health, 
Triplelift, Undertone, Unruly Group LLC., UNTU, V12 Group, Valassis, VDX.
tv, Veeva Crossix, Vibrant Media, Xaxis, Yieldmo and Zeta Global.
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Conclusions

To sum up, all the issues related to the social context of recommender algo-
rithms are presented in brief, followed up with a recapitulation of broad con-
cerns and questions that arise from the previous analysis. Finally, our major 
conclusions are presented, as well as ideas for further research and the limita-
tions of this inquiry.

The issue of recommender algorithms transcends fake news as the main ques-
tion for social and individual wellbeing may be in stories, posts and informa-
tion that people don’t see. Actually, there is a whole universe of new thoughts, 
ideas and concepts that remains outside the sight of online citizens just because 
that content is not promoted by the recommender algorithm. This is different to 
direct reality because one must notice at least with a blink of an eye what hap-
pens around. These things are not always desired to be seen but they constitute 
what we call reality. The current situation is as follows: the majority of citizens 
whose opinions, beliefs, attitudes, political and economic decisions are directed 
by invisible recommender algorithms, which are set by tech companies without 
either the knowledge of or control by societies. The real issue is the fact that 
societies don’t know anything about these algorithms, as if they are secret. Even 
if we presume that tech companies don’t suppress stories, which would be hard 
to believe, online citizens don’t have an idea how and why they are steered by 
algorithms towards some topics. That is the essential deception that is going on. 
Fake news may be a concept that tech companies want the public to focus on 
and to examine as an issue, while neglecting the real one.

Our digital profiles, otherwise called digital footprints, are detailed patterns 
of our online and offline behavior. They are granular segments of long– and 
short-term inputs that form our complex online identities.

Although regulated by different laws and regulations, tech companies easily 
get their users’ consent to various Terms, Conditions and similar documents. In 
this process online citizens, who constitute most of the world population, have 
become „goods of tech companies”. People accept to be analyzed by clicking 
„Accept”, not only to Terms and Conditions of major platforms such as Google, 
but also to privacy notices on almost every website they visit. It looks as if the 
regulations are made for the interests of tech companies and not the interests of 
citizens. This kind of game has been forced on the tech companies as nobody 
would use their basic services if they cost something. The only solution was to 
get their user’s data in exchange, so that tech companies would survive in the 
world of business. This makes the situation clear and absolves tech companies 
of blame, as the profit motive forces them to do what they do.

People use online services extensively to get information, search terms and 
express themselves in various ways. It would be impossible to expect online 
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citizens to really notice or be aware how what is presented to them would impact 
their lives. Online users also tend to accept cookie notifications when accessing 
some websites without thinking about this at all (Steinfeld 2016). Survey results 
have shown that almost 32 percent of respondents in the U.S. agree to all cookie 
notifications when accessing a website (Statista 2021). Also, younger individ-
uals from 25 to 34 years of age tend to accept cookie notifications more than 
older groups from 45 to 54 (Statista 2021).

Some anecdotal evidence even warns that social media companies may listen 
to people while they are online through the microphones on mobile devices that 
they use. This claim has been denied by reps of tech companies.

„The truth is, Facebook tracks us in ways many of us don’t even realize 
and is so good at it, we think it’s monitoring our conversations. Instead, it uses 
sophisticated demographic and location data to serve up ads. It’s like they’re 
stalking you. They put all sorts of circumstantial evidence together, and you’re 
marketed to as if they’re listening to your conversations”, says Jamie Court, 
the president of the Los Angeles-based Consumer Watchdog nonprofit (Graham 
2022). This however points towards another potentially much more problematic 
issue: potential advancements of AI that people are not aware of.

The issue is that our societies don’t know much about the algorithms, as they 
are controlled by tech companies. The question is what tech companies know 
about them, except the input data that are private by definition and too big at 
the same time so they cannot be perceived by any human being. However, the 
companies might know how they direct the algorithms or how they are set to 
operate, or at least their goals. We may just imagine that the primary goal of 
advertising algorithms may be to sell products, while the primary goal of social 
algorithms may be to keep people using their services as much as possible in the 
long term, so they would be exposed to ads.

The power of tech companies is evident. For example, they can cancel our 
online identities, like they did with the Twitter profile of Donald Trump. They 
can control the whole media industry, a power that they demonstrated in their 
clash with Australia, when Google and Facebook came out as winners to decide 
how to finance media in that country (Bojic, Zejnulahovic and Jankovic 2021). 
Thus, the tendency of the contemporary world towards techno feudalism is clear 
if one looks at it just from the perspective of tech companies and their growing 
power in a globalized tech driven society. However, the power of algorithms 
may be surpassing the power of tech companies at some point, and it should be 
looked at independently because we do not know to what extent tech companies 
can control algorithms based on artificial intelligence, as they have their „Black 
Boxes”, so we cannot know exactly why they make decisions.

According to the analyzed literature, as an answer to the first research ques-
tion (RQ1), we conclude that recommender algorithms constitute an unprece-
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dented social force in human history as they impact virtually all Internet users in 
a direct way by exposing them to ads and other content on an individual level, 
but also at the same time affecting those who don’t use the Internet in an indirect 
way.More precisely, the stories and topics that are spread through recommender 
algorithms also impact individuals who don’t use the Internet through conversa-
tions and other forms of contact between people.

The most impactful recommender algorithms are social media algorithms 
that choose content that is being presented individually to users on social media, 
both in feeds on homepages that showcase posts and updates from friends and 
connections and on other pages as well, such as: trending content that includes 
news and ads; search engine algorithms such as Page Rank that determine which 
links to showcase first as a response to search queries, which is also done on an 
individual level; and, finally, Ads Algorithms which decide which ads should be 
shown to which users, based on their digital footprints.

When fragmenting the power of recommender algorithms there are two as-
pects: how they are set by tech companies that control them, and machine learn-
ing algorithms themselves which are left with the power to make independent 
decisions on how to achieve previously set goals. Although algorithms are made 
by software developers and are thus significantly influenced by their creators, 
these pieces of code work on their own based on a high number of small cor-
relations which means no human being can understand why exactly they make 
some decisions. They are in some way unpredictable, since they are based on 
artificial intelligence. Thus, we may conclude that the most powerful global 
force is actually controlled by both tech companies and AI, as such. The exist-
ence of the „black box”, which is an essential part of AI-based recommender 
algorithms, leads us to conclude that AI already has extensive influence in all 
societies around the globe.

The important question may be how much algorithms shape our lives and 
predict the future of our needs and wants. This goes beyond just acting on the 
information of our searches and offering ads and content. What if algorithms 
know what we would like to purchase or consume next? This is the scary thing 
about algorithms, their potential capability to predict our future needs and wants, 
individually and as a group.

This inquiry has explained why recommender algorithms are in fact essen-
tially important for societies as they constitute „an unprecedented social force” 
that is greater than mass media ever used to be, as they expose online users to 
individualized content, assisting them in all aspects of their lives, not just in 
news and entertainment.

The limitation of this inquiry is a lack of quantitative data analysis. Although 
there are many facts and data presented and reviewed in a detailed manner, only 
broad questions are covered as a pathway to more specific scientific approaches.
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Based on the above noted premises, future research should focus on: (1) es-
tablishing and validating empirical methods based on which online echo cham-
bers can be discovered, qualified and monitored (their appearance, lifespan and 
disappearance); (2) experimenting on how much algorithms can predict our 
needs and wants and how much they can affect our future as individuals and 
groups; (3) analyzing digital footprints from a number of respondents to make 
quantitative based conclusions about them and conduct various correlations re-
lated to the matter.
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Strašna crna kutija: algoritmi za preporuke
zasnovani na veštačkoj inteligenciji kao najveća društvena sila

Algoritmi koji preporučuju sadržaj oblikuju društva tako što individualno 
izlažu korisnike onlajn platformi svemu što oni na njima vide, čuju i osećaju, u 
realnom vremenu. U radu ispitujemo razvoj algoritama za preporučivanje od si-
stema za rangiranje stranica i reklamnih platformi do alata za društvene medije, 
kako bismo izvukli zaključke o njihovim društvenim efektima. Odluke o tome 
kako da se pojednostavi kompleksan svet u kome živimo, tako što se kao od-
govor na upite kreira samo mali broj preporuka za korisnika, utiču na individue 
ali i društva u celini. Slično kognitivnom aparatu, algoritmi su naše oči i uši u 
onlajn svetu, s obzirom da fokusiraju našu pažnju prema onome šta oni „misle” 
da je bitno, što je slično selekciji najvažnijih tema za emisiju vesti u klasičnim 
medijima. Zbog toga su algoritmi upoređeni sa mas medjima, jer imaju slične 
uloge da prodaju proizvode i produže izloženost sadržajima. Zaključak jeste da 
algoritmi za preporuke zasnovani na veštačkoj inteligenciji predstavljaju naj-
snažniju društvenu silu u ovom momentu kojom je izložen ceo svet.

Ključne reči: sistemi za preporučivanje, mas mediji, društvena polarizacija, 
eho komore, negativne vesti

L’effroyable boîte noire: les algorithmes de recommandation
basés sur l’intelligence artificielle comme 

la force sociale la plus puissante

Les algorithmes de recommandation modèlent les sociétés en exposant in-
dividuellement les utilisateurs en ligne à tout ce qu’ils voient, entendent et res-
sentent en temps réel. Nous examinons le développement des algorithmes de 
recommandation depuis des systèmes de classement des sites et des plateformes 
publicitaires jusqu’aux outils de tendance des réseaux sociaux pour tirer des 
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conclusions sur leurs effets sociaux. Les décisions concernant la simplification 
du monde complexe autour de nous consistant à ramener à un petit nombre 
les réponses aux requêtes des utilisateurs affectent immensément les sociétés 
et les individus. Semblablement à notre appareil cognitif, les algorithmes sont 
les yeux et les oreilles dans le monde en ligne, comme ils concentrent leur at-
tention sur ce qu’ils „pensent” devoir être important, ce qui est semblable à la 
sélection des informations dans les médias classiques. C’est pourquoi les algo-
rithmes de recommandation sont comparés aux médias de masse du fait de leur 
rôle similaire dans la vente des produits et la prolongation de l’exposition des 
utilisateurs à des contenus divers. Cette recherche aboutit à la conclusion que les 
algorithmes de recommandation basés sur l’intelligence artificielle représentent 
la force sociale la plus puissante de notre temps.

Mots clés: systèmes de recommandation, médias de masse, polarisation 
sociale, chambres d’écho, nouvelles négatives
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